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Azure B2B/Microsoft/Multifactor Authentication Setup

This document provides step-by-step instructions to complete the invitation acceptance process.

To begin, navigate to B2B Invitation Acceptance. If you receive any of the following messages
during the invitation acceptance process, navigate to the corresponding section for additional
step-by-step instructions.

¢ Microsoft account doesn’t exist
¢ More information required
e You can’t get there from here
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B2B Invitation Acceptance

Berkshire Hathaway Energy requires use of a Microsoft account to provide secure access to its
system. A Microsoft 365 business account can be used to provide single sign-on. If your business
does not use Microsoft 365, a consumer Microsoft account can be used.

Step Task Screenshot

1 Open the invitation email from:
Microsoft Invitations on behalf of B2B
Berkshire Hathaway Energy B2B

Select the Accept Invitation link

2 If you are signed in with the Microsoft
account the invitation was sent to,
choose the account; if not, enter the
email address the invitation was sent to,
select Next, then enter the password

3 Select Accept

2% Microsoft

bhesupplier@gmail.cor

NOTE: Permissions requested by:
The permissions granted allow access to ereos S
basic profile information and collects
activity within Berkshire Hathaway
Energy’s system

This resource is not shared by Microsoft.

10 Expand and accept the Guest Terms Of

Use to complete the invitation R
acceptance process B2B Berkshire Hathaway Energy B2B Terms of
Use
Guest Terms Of Use
...
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Microsoft account doesn’t exist

Berkshire Hathaway Energy requires use of a Microsoft account to provide secure access to its
system. If the email address you registered is not associated with a Microsoft account, you can
create a Microsoft account as part of the invitation acceptance process.

Step | Task Screenshot
1 Select get a new one
Sign in
| e |
2 Select Next
B2 Microsoft
Create account
=
3 Create a password, then Select
B2 Microsoft
Next  bhesupplier@omai.com
Create a password
[ rea |
4 Enter your name, then select .
B¥ Microsoft
Next ,

 bhesupplier@gmail.com

What's your name?
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Step

Task

Screenshot

Enter your birthdate, then select
Next

B8 Microsoft
& bhesupplier@gmail.com

What's your birthdate?

If a child uses this device, select their date of birth to
create a child account

Cauntry/region
United States. ~

Birthdate

January v ~ 1950

Enter the code sent via email,
then select Next

B® Microsoft

€« bhesupplier@gmail.com

Verify email

Enter the code we sent to bhesupplier@gmail.com.

If you didn't get the email, check your junk folder or

Select Next

B2 Microsoft
% bhesupplier@gmail.com

Create account

Please solve the puzzle so we know
you're not a robot

7B 1TBeMTERT4G 0718521501

=
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Step | Task Screenshot
8 Solve the verification puzzle,
B2 Microsoft
then select Submit. You will « SompiirGgndioon -
receive a confirmation notice if Create account Create account
the verification is successful lo"ce m the rechion ofthe .

(1of 1)

@ & @ Verification complete!

proven you're a humas

Submit " Continue your action

7961760507045 0735521501

Audo  Restat

10 Select Confirm

b

Confirm your account details to
sign in

11 Select Accept to complete the
invitation acceptance process

B% Microsoft

bhesupplier

Permissions requested by:

828 Berkshire Hathaway Energy 828

This resource is not shared by Microsoft.
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More information required

Berkshire Hathaway Energy requires use of multifactor authentication to provide secure access
to its system. If your business uses Microsoft 365 and your account does not have multifactor
authentication enabled, you will be redirected to Microsoft 365 to enroll in multifactor
authentication. Once enrolled, you will be redirected back to Berkshire Hathaway Energy’s system
to finish the invitation acceptance process.

NOTE: Your options for enrolling in multifactor authentication are based on policies set by your IT
department. Berkshire Hathaway Energy prefers Microsoft Authenticator but accepts other
authenticators if your business has a different preference.

Step | Task Screenshot
1 Select Next
2 If prompted to enter a phone

number, select | want to set up a
different method

Change the selection to
Authenticator app, then select
Confirm

3 Select Next to use Microsoft
Authenticator. To use a different
authenticator app, skip to Step 11
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Step | Task Screenshot
4 Select Next
Keep your account secure
5 Scan the QR code, then select
Next BHE 628 FAQ
Keep your account secure
6 Enter the number displayed, then
select Yes
Keep your account secure
7 | Select Next A e
Keep your account secure
Microsoft =
. - ]
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Step | Task Screenshot
8 Select Done
Keep your account seci
=3

9 | Open your authenticator app, R e

enter the number displayed, then |

select Yes

43

10 Expand and accept the Guest
Terms Of Use to complete the
invitation acceptance process

B2B Berkshire Hathaway Energy B2B Terms of
Use

Guest Terms Of Use

oo I

Complete Steps 11-17 to use an authenticator app other than Microsoft Authenticator

11 Select | want to use a different
authenticator app

Keep your account secure
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Step | Task Screenshot
12 Select Next
Keep your account secure
S - |
13 In the authenticator app, scan the
QR code, then select Next
Keep your account secure
- |
14 Enter the 6-digit code shown in
the authenticator app, then
Select Next Ksep.y.mrlr :T-L.(outnss(ule
15 Select Done
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Step | Task Screenshot
16 Enter the 6-digit code shown in
the authenticator app and select BE Microsoft
Verify
-
17 Expand and accept the Guest

Terms Of Use to complete the
invitation acceptance process

B2B Berkshire Hathaway Energy B2B Terms of
Use

Guest Terms Of Use

o I

10
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You can’t get there from here

Berkshire Hathaway Energy requires use of multifactor authentication to provide secure access
to its system. If your Microsoft account does not have multifactor authentication enabled, you will

need to setup Microsoft Authenticator before accepting the invitation.

Step Task Screenshot
1 Browse to
https://account.microsoft.com
ATl
You can c get there from here
2 Select Change password
e BHE Supplier n
3 Select your email address .
B® Microsoft
Verify yorur identity
B2 Email bhesupplier@gmail.com
4 Enter the code sent via email,
. B2 Microsoft
then select Verify JEU
Enter code
Cance

11



https://account.microsoft.com/
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Step | Task Screenshot

5 Select Get it now

B2 Microsoft

bhesupplier@gmail.com

Break free from your passwords

Get the smartphone app to sign in without 3
password. It's more convenient and mare secure.

No thanks

Get it now

6 Select Next

B Microsoft
bhesupplier@gmail.com
Download the Microsoft
Authenticator app

Go 10 the browser on your phone, type in
aka.ms/authapp, and download the app.

When you've downloaded the app on your phone,
come back and click Next

Skip

7 Select Done

B3 Microsoft
bhesupplier@gmail.com

To sign in to Microsoft

Authenticator, follow the steps

below

1. Open the Microsoft Authenticator app on your
phone.

2. Scan this QR code:

Ea=s
o

8 Select Cancel Change your password

A strong password helps prevent unauthorized acoess to your email account

Curent passworg

Forgot your password

Hew passieord

[ —

Reartar password

Make me change my password every 72 days

= e

9 Return to the invitation email and select Accept invitation again

12
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